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Abstract 
 
Information and communications technology (ICT) is currently inserted in the daily activities of 
a human being and has become a necessary resource, vital for their development up to the 
point of not conceiving activities without using these. In this sense, the education field is not 
the exception and has been partially including ICT as support for the teaching practice; however, 
there is an increasing demand from the students to implement more resources and activities 
supported by these technologies. A significant distance exists (the known digital divide) 
between the possibilities offered by different web applications that can support the 
pedagogical practices and the actual reality of the teaching practice, where the students realize 
the flaws and the necessity of strengthening the technology skills of the teachers to efficiently 
develop and orientate such use. In this regard, it is necessary to critically reflect on the 
possibilities that are offered by different web applications and their impact, their purpose in 
the pedagogical practice in a way that can serve as a pretext to motivate the teachers in their 
use and application in the development of their classes, achieving real formative processes. By 
doing this, students can be offered real, significant learning experiences from the technological, 
social, and pedagogical view, consolidating in a first instance the abilities of the teachers in the 
ICT area, as well as the comprehensive learning of their students, being updated on the 
advances that ICT offers globally, and implementing these permanently in their job as teachers, 
thus innovating their classes and motivating students towards learning and toward 
consolidating the use of ICT in the different disciplines, with the human and social component 
that must characterize us, accomplishing from this standpoint and reflection a pedagogical 
practice of quality. 
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Introduction 
 
Considering the different pedagogical, psychological, religious, and political stances from which 
a class can be boarded, different strategies and efforts have been proposed for the duty of the 
teacher throughout history, which are considered to be the focus of the functioning of 
educational institutions and pedagogy (understanding pedagogy as the development of the 
education process, that is to say the class itself). These strategies have looked for alternatives 
to generate through education better human beings, a better society; however, from other 
scenarios and perspectives, on the contrary, school has been held responsible for the flaws and 
deterioration of society. In this regard, Tenti (1994) states that “the educational system, despite 
its unfulfilled promises, constitutes an institutional network that contributed significantly to the 
social democratization process” and, in the order mentioned above, gives relevance to the role 
of educational institutions in the society. 
 
In fact, it is clear that school has a transcendental function in individuals’ development and 
their environment, and that around school is where future professionals are guided with the 
necessary abilities to address the challenges of the current society. Among these great 
challenges, the intersection between ICT and its use in the permanent qualification of pedagogy 
is found. However, although most educational institutions (in all levels) work toward 
“comprehensive education for its students,” many of these focus their models, strategies, 
activities, and resources in subjects that are disciplinary only. In many of the courses and class 
subjects that identify the educational institution, ICT has a secondary role and is even invisible 
in the practice of pedagogy. As Torío (2004) affirms, “we live in a period in which traditional 
institutions are not able to transmit values and behavior patterns with decisive solvency” (p. 
39). 
 
Each semester or annually, educational institutions graduate high school students or 
undergraduate students with disciplinary abilities in the different areas of education, ruled by 
national and international standardized tests (PISA, TALIS, PIRLS, TIMSS), which position the 
educational institutions giving these the label of “quality entities” and placing them in the 
different rankings. This classification conditions the educational institutions toward generating 
strategies and giving resources to the disciplinary within their classrooms or academic spaces, 
considering the areas where these international tests evaluate them. In that sense, ICT and the 
role it must execute in pedagogy are not being used at its full potential, on one hand because 
the national and international tests do not evaluate rigorously the technological abilities of the 
students, and on the other hand because, based on years of teaching experience in the private 
and public sector, as well as in diverse researches, there are flaws in the technological abilities 
of the teachers from different areas when implementing ICT in pedagogy or even in the 
educational policies established by the institution, by secretaries or by the Ministry of 
Education. These competences, which teachers must possess for the most effective and 
efficient incorporation of ICT in their pedagogical practice, according to Cabero (2014), are: 
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Cognitive (knowledge of their discipline), technique (ICT domain), pedagogical applications 
(knowledge of the possibilities they offer as educational tools), methodological (application of 
appropriate procedures), positive and critical attitude towards them, facilitator of the teaching-
learning process, of the ability for their students to incorporate them into their learning, of the 
ability to adequately choose technological resources, of being permanently trained and trained 
in their use, ability to work cooperatively in networks, and of being a constant evaluator. (p. 114) 
 
Also, some of the technological inclusion policies in the educational institutions are exclusively 
focused on “supplying schools with technological resources that are centralized in computer 
rooms with internet access” (Moreira, 2011, p. 51), originating on the one hand a latent reality 
where technological resources for classes exist but are used almost exclusively by teachers 
from the computing areas, and on the other hand, the lack of technological abilities of the 
teachers or, in some cases, the resistance to using the many existing applications to make 
pedagogy dynamic, create a situation that goes against the possibilities of ICT in the 
consolidation of significant learning experiences where both the student and the teacher can 
constitute and strengthen conceptual and procedural use frameworks, the manipulation and 
use of web resources (online and offline) offered independently from the area of education. 
 
Considering this, Cassany (2006) refers to the need of incorporating ICT into the educational 
environment, stating that:  
 
The kids from today will be adults in 2020. What use is learning to write only in pencil and paper? 
The kid is sitting in class on Tuesday morning, writing with pencil…, what motivation does the 
kid have to write like this? What is the kid feeling? What do the kids think, if at home they have 
broadband (Wi-Fi), if when they lift their head up they see through the window an employee of 
the company, sitting in front of an amazing flat screen, with spell check, style corrector, and an 
assisted translation program? For the kids of today, the adults of tomorrow, reading and writing 
should already be using websites, elaborating hypertexts, composing emails, conversing or 
chatting through spell check and translating programs, besides taking notes with paper and 
pencil and reading books with hard covers. (p. 183) 
 
Therefore, in most educational institutions, students are still being isolated from ICT and its 
possibilities.  
 
Also, in the development of pedagogical practices, the educational institutions have the identity 
and application of the four pillars of education (Delors, 1996), but in the real execution of 
academic activities, the institutions give more priority and resources to knowing rather than 
doing, considering the areas covered by national and international standardized tests. However, 
in none of these measures of “comprehensive education” and/or “educational quality” is it 
possible to evaluate what kind of human beings they are educating, what their ethics will be as 
professionals and in their personal lives in diverse situations in the future, making decisions 
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that could undoubtedly affect (positively or negatively) their environment, more than the 
abilities and disciplinary competences learned within the educational institution. 
 
Similarly, McKinsey (2007) showed that educational investment vs. results on standardized 
tests is not a sin qua non condition. For example, “Singapore, one of the countries with best 
performance in the world, spends less on primary education than 27 out of the 30 countries of 
the OCDE” (p. 6). An aspect this demonstrates is not investment necessarily but the way 
pedagogical practices are performed to achieve disciplinary competences. Using Inger Enkvist’s 
words, “What the PISA tests evaluates do not reveal if there is a good environment in the 
classrooms, good principles are taught or if humanities are well taught.” Therefore, high results 
on standardized tests are not precisely a guarantee for the institution, and even less to society, 
that the objective of “comprehensive learning” is being accomplished; also, it cannot guarantee 
the minimization or elimination of the current index of corruption, violence, or any other social 
indicators that show the defects of the education system.  
 
ICT in education 
 
Historically, in many law postulates and models it is established that education must supply the 
current needs of society and construct citizens to face the challenges of the future. This is even 
more important in a time of globalization and immersion in the knowledge society, the ICT, and 
when many human activities have been automatized. New generations must get the necessary 
competences to perform in this new context. Regarding this, as stated by Bernete (2012), “For 
young people, using internet or SMS is something as natural as for their parents is watching TV 
of for their grandparents is listening to the radio. We know that each generation and social 
group ‘naturalizes’ the technologies that are available and tries to benefit from it” (p. 98).  
 
In this sense, technological inclusion must be “naturally” introduced in the pedagogical 
practices, the teacher being the leader in the areas of planning, organizing, and developing, as 
in the abilities of managing different web tools and their application in academic process and 
even social processes based on the institutional and area goals, in their interests and needs of 
the context. 
 
Nevertheless, the incorporation of ICT in the educational area has been given “unequally and 
in occasions with restrictive and limited means despite the existing consensus about their value 
as tools of great help in the development of the learning process” (González, 2007, p. 221), 
leading to many of the pedagogical practices mentioned previously, which must be a task for 
all educational professionals who dedicate to this labor, to give relevance to the importance of 
ICT in education (Yucel et al., 2010). 
 
In fact, ICT has been incorporated almost completely in the daily activities of the human being, 
including an important place in leisure and free time. The everyday nature of the students goes 
by in social media, chats, internet searches, online games, everything within one click; kids and 
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teenagers today are “digital natives,” but “ICTs are still absent in most classrooms or academic 
spaces, and when they are not, a great part of the teacher practices are still reluctant to their 
usage” (Moreira, 2011, p. 51). This is why it is necessary that teachers as mediators of the 
learning process recognize this reality and its implication in the way of being, learning, and 
interacting of this new generation, to link said dynamics in the pedagogical practice and exploit 
its potential. 
 
In relation to these new learning dynamics and the everyday nature of our current students, 
according to Moreira, Machado, and Santos (2015): 
 
For this generation of Millennials, the use of technology, internet, phones and videogames 
constitutes an undeniable referent for their daily life; without technology Millennials are isolated 
from their social group and also without the possibility of developing activities such as leisure or 
interpersonal communication. In that sense, those kids disconnected from the internet are 
excluded from a social interaction circle that makes part of the everyday life of a whole 
generation. (p. 13)  
 
Not using ICT in educative processes, and even preventing students from using pedagogical 
practices, would be ignoring this reality; teachers must use this knowledge to potentialize and 
focus those technological abilities towards the cognition development and strengthening in the 
different disciplines, giving students benefits since they use these tools in the social arena, 
games, and in their free time.  
 
Despite their immersion in the digital world, students are not experts or wholly responsible 
(due to their age and chronological maturity) in the use and manipulation of the information 
found on the internet; on the contrary, they have limitations to identify and critically manage 
the information found, as affirmed by Cassany (2006): “On the internet you can find everything 
that humans are able to produce, no censorship, no limits, no frontiers… On the internet the 
garbage and the mud are mixed with the pearls and jewels” (p. 220). It is necessary to build in 
students the ability to filter information and evaluate it, discriminating the scientific from the 
speculative, the trustworthy websites from those without academic foundations, and educate 
them with disciplinary and technological judgement to know how to navigate through 
abundant information, since “the difficulty resides in how to select, interpret and evaluate the 
information that surrounds us” (Gonzalez, 2007, p. 221). 
 
ICT and pedagogical practice 
 
Based on the aforementioned approaches, the path which pedagogical practices in educational 
institutions should walk glimpses how ICTs are exploited by the education community and 
achieve the formative function in the disciplinary and social areas, since “alphabetization in the 
digital culture must be understood and something more complex that the mere learning of 
using social software tools or tools from web 2.0” (Moreira, Machado, & Santos, 2015, p. 30), 
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placing the teacher at the center of this alphabetization process, responsible for the adequate 
use of the outnumbered tools currently offered by different platforms and web applications, 
and as stated by Moreira, not only using the applications in class, for in this respect the 
Millennial student possesses an advantage over the teacher; the teacher must print the 
pedagogic manuals of these, with objectives clearly planned, established in order to use ICT to 
its full potential (Tarman, Baytak, & Duman, 2015). In other words, as stated by Perez Gomez 
(2013), “Equity in access and training for critical knowledge are the two faces of alphabetization 
in the use of digital technologies. Therefore, different authors pose the need for education to 
radically rethink their objectives and formative competences to be an educated, critical and 
democratic civilian in the new illustration that the digital culture represents.”  
 
Due to this, educational institutions are called upon for real changes in their processes, and in 
the transformation of their teachers, to redesign pedagogical practices based on the current 
needs: the incorporation of ICT in education, since it is the reality, interest, and necessity of the 
students. However, using web applications or technological tools cannot be reduced to 
digitalizing activities and traditional proposals, papering over traditional teaching methods with 
new technologies; although ICT is a facilitating, motivating tool that also supports the 
development of pedagogical practices more appropriately, its success is determined by the 
pedagogical use given by the teacher. In terms of Cuban (2006) cited by Moreira (2011), 
“technology is not the motor of innovations, but the didactic methodologies for the use of these” 
(p. 60). 
 
In relation to the pedagogical use of ICT, it is useful to cite Sabada and Bringue (2010), who 
identify the main characteristics of kids and teenagers in relation to the use of ICT, and that it 
is necessary that teachers refer to ICT both in the planning as well as in the development of 
their classes, to adjust, make flexible, and lead their pedagogical practice to a good use. 
According to Sabada and Bringue (2010), the characteristics of Millennials in relation to the use 
of ICT are: 
• Equipped: They have access to an ample range of technological devices.  
In this aspect, the teacher must manipulate a wide range of devices to provide students with 
the specific discipline of study.  
• Multitask: They perform various tasks simultaneously, even using the availability of various 
screens; for example, watching TV while navigating the internet or making a phone call.  
Regarding this characteristic, there is an important challenge for the teacher and the digital 
immigrant; multitasking is not easy if it is not permanently practiced with the use of devices 
and applications to strengthen this ability. 
• Mobilized: By age 12, kids already have phones available. 
Here is where the gap between teachers and students widens, and while for students it is easier 
to recognize and use new tools or applications, for the teacher this can become a complex task. 
Therefore, the challenge and compromise for teachers is to be permanently updated in the use 
of devices and their applications.  
• Interactive: They prefer the interactivity offered by the internet rather than TV. 
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Although it is true that TV can support practical pedagogy, it is possible that through the use of 
other devices or applications, the demand from the student for interactivity can be supplied.  
• Emancipated: In the home context, they use their own screens, which allows them to be more 
independent in relation to the use of technology and the consumption of information.  
This subject can be complex, considering many realities around the social and economic 
circumstances of our students and the educational institutions. Many students and their 
families have devices at home, but it is possible that these have to be shared, or the internet 
connection is not of good quality. This reality is not exogenous to the ordinariness and dynamic 
of the institutions and with which the teacher must interact daily to offer their students a 
significant and quality pedagogical practice.  
• Autonomy: Between 10-18 years old, more than half are alone when watching TV, playing 
videogames, or navigating the internet. 
This last characteristic points to an important challenge and compromise from the teacher and 
the educational institution regarding digital and social responsibility that must be developed 
and strengthened continuously in the students in order for them to be conscious about their 
actions and how these can affect themselves and others. 
 
In relation to digital responsibility, due to the immersion of ICT in daily life, a relevant aspect 
emerges when it comes to educating students: the security in digital competences “to 
encourage participation and empowerment of the society of the 21st century. Promoting them, 
implies the critical, creative and secure use of the ICT, either with work, school or activities of 
daily life purposes” (Castillejos, Torres, & Lagunes, 2016). 
 
Castillejos, Torres, and Lagunes (2016) specifically affirm that:  
The security subject is not only centered in protecting the user and its devices, but also boards 
the relative to the protection of the natural environment. It gives awareness about the 
acquisition of devices, the use of energy, recycling and disposal of devices, as well as the 
appropriateness of digital tools to promote care for the environment and the use of green 
technologies.  
 
In that sense, the National Institute of Educative Technologies and Professors Education (INTEF, 
2014) considers the level of security a series of competences that the teacher must know and 
apply in a way that can educate students about their importance. Such competences are:  
 
Table 1. Security, digital competence area. 

COMPETENCE DESCRIPTION 

Device protection Protect the devices and understand the risks and threats of the web; 
know protection and security measures.  

Protection of personal data Understand the usual terms of use of the programs and digital 
services; actively protect personal data; respect the privacy of others; 
protect yourself from threats, frauds and harassment.  
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Health protection Avoid health risks relating to use of technologies regarding threats of 
physical integrity and psychological well-being.  

Environment protection Considering the impact of ICT in the environment.  

Source: INTEF 2014. 

 
Based on this description, the teacher must teach these competences in the subject of digital 
security for the benefit of students and the education community. INTEF (2017) defines the 
digital competence as “the creative, critical and secure use of the technologies of information 
and communication to achieve the objectives related to work, employability, learning, free time, 
inclusion and participation in society” (p. 12).  
 
INTEF presents in its document “Common framework of digital competence of teachers– 
September 2017” the areas of competence in which the teacher must be skilled with 
technologies and show these skills in their pedagogical practice. This way, ICT can be used to 
its full potential through the leadership of the teacher in different scenarios and situations that 
can arise in the development of an academic exercise. These areas of competence are: 
 
 

 
Figure 1. Common Framework of digital competence of teachers (CDC). Source: Adapted from areas of the Common Framework 
of Digital Competence of Teachers–INTEF (2017) 

 
Referring to this classification, the five areas contemplate a specific number of competences 
each, adding 21 that are also subdivided in six levels of competence differentiated by INTEF 
(2017, p. 3) as the following: 
 
The Common Framework of Digital Competence of Teachers establishes three dimensions in 
each of the competences of the five areas that compose it. The first dimension is basic and 
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includes levels A1 and A2. The second dimension is intermediate and includes levels B1 and B2. 
Lastly, the third dimension is advanced and includes level C1 and C2. This structure is designed 
to identify the level of digital competence of teachers, establishing a progressive level of 
development and autonomy from level A1 to the highest level, C2. 
 
Based on this, teachers can demonstrate their current level of digital competence, making 
relevant the insertion of ICT in their pedagogical practice and the optimal pedagogical and 
didactic use of these tools. 
 
Therefore, we must permanently reflect in our duty as teachers, training frequently about new 
applications and possibilities that surge for the qualification of our labor in the disciplinary area 
as well as in the social arena. It is the teachers’ moral and professional responsibility for ICT to 
not be underused and be able to offer the students everyday what Báez (2019) has 
denominated “significant learning experiences (SLE),” which are comprised of the following 
aspects: 

 Generate spaces for students to acquire their knowledge in knowing, knowing 
how, and social and civil competences; through activities of practical character 
that give place to cooperative work, solidarity, in the staging of values and 
principles, constructing from these at the same time the necessary knowledge 
to confront problems that emerge from the epistemological rigor that the level 
of study requires. 

 For it to be significant, it must consider the disciplinary and social need in the 
personal environment of the student and the community. Similarly, the 
manifested interests by students in the development of classes must be shown 
in planning and teacher activities, in a way that they can feel an active part of 
the education process.  

 Learning, a product of the first two, since these develop in scenarios where the 
students “do what they want” and see a relationship, the pertinence of it with 
real life outside school or university, will allow in a more effective manner to 
achieve noteworthy learning for their professional exercise or their 
performance as citizens and as part of a family of a community in the two 
postulated and argued areas: disciplinary and axiological. (p. 35) 

 
This means that the teacher must be updated on the technological aspects, web applications, 
and having high digital abilities, because “even regular users of new technologies ignore the 
didactic potential and the possible ways of including these in the curriculums of obligatory 
learning” (Gutierrez, Palacios, & Torrego, 2010), but also in the emotional, axiological, and ethic 
aspects, in their behavior and the synergy they reach with their students, the resilience of the 
teacher, giving real meaning to life from the disciplinary and behavioral learnings achieved in 
its students and future citizens of the world with the support of ICT. “Digital technologies are 
not only an instrument or machines that we have added to our daily lives, but these have 
controverted in the necessary and indispensable prosthesis to coexist and connect with others, 
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to work, to shop, to do management processes, to have fun…, or for any other social action of 
the 21st century” (Moreira, Machado, & Santos, 2015).  
 
The teacher must assume the role, considering this new reality, this new “prosthesis” the 
students have inside and outside the classroom, to continuously improve pedagogical practices 
and strengthen the four pillars of knowing, doing, being, and coexisting (Delors, 1996) through 
the mediation and support of ICT. 
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